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THE WORK 

LIBERTALIA 
The First Digital Nation 

LIBERTALIA, by Luc Arden, is a single work developed through 
three separate books, each of which approaches the same idea 

from a different perspective. 

BOOK I 

THE SALVATION 

In the first book, the author recounts the journey of Mike Harris, 
a simple, ordinary man who decides to challenge what is taken 

for granted. 

Faced with powerful interests, structures of power, and a world 
that seems impossible to change, Mike attempts to turn an idea 

into a vision: the creation of a world that is freer, fairer, and more 
humane. 

THE SALVATION is the story through which the vision of Libertalia 
is born. 

BOOK II 

THE LOST CHAPTER 

In the second book, the author uses two of the story’s main 
characters—Mike and his wife—to explore a different question: 

Could Mike’s vision become a reality in today’s world? 
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THE LOST CHAPTER attempts to bridge fiction and reality, 
describing a possible path through which an idea could gradually 

evolve into something real. 

BOOK III 

THE WAY TO LIBERTY 

In Three Volumes 

In the third book, the vision moves from theory to structure. 

The author attempts to set out the principles, rules, and 
institutions that could support a different way of organizing 

society. 

Across the three volumes of THE WAY TO LIBERTY, issues are 
examined concerning democracy, justice, the economy, 

technology, artificial intelligence, everyday life, and the social 
changes that may shape the future. 

At the same time, the work attempts to address questions that 
the pace of technological and social evolution is already 

creating—even when today’s institutions have not yet had time 
to provide answers. 

THE WAY TO LIBERTY represents the attempt to transform Mike’s 
dream from an idea into a comprehensive framework of 

principles for a different world. 
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First Edition V.01 

“The Map” 

 

Message from the Author: 
 
This third book, presented in 3 volumes, was born from an 
exceptionally ambitious effort: to touch upon as many areas 
of human life as possible and to re-examine from the 
beginning rules, institutions, and systems that we take for 
granted today. 

To seek out injustices that have survived for decades: 
injustices committed by states against their citizens, 
weaknesses in justice, distortions in the economy, and 
problems in the operation of democracy, healthcare, 
education, and social protection. At the same time, to look 
towards problems that have not yet fully emerged — risks 
that may arise from Artificial Intelligence, automation, 
biotechnology, implants, autonomous systems, and other 
technologies that are still in the early stages of their 
development today. The goal is not only to address 
consequences, but also to anticipate new forms of risk in 
time, establishing rules before they develop into problems; 
even for issues that may seem secondary today, such as the 
number of robots permitted to be installed, the places in 
which they may be used, and the conditions governing their 
operation. 
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This effort led to the creation of more than 4,000 rules, 
principles, and proposals. 

This edition, however, does not constitute the final and fully 
classified form of this work. 

In order for the second book to accompany the first, as 
originally planned, it was decided that it should be published 
even if the order of the articles is not always ideal. Some 
articles could perhaps be placed next to others, different 
sections could be merged, and entire chapters could be 
rearranged so that the overall structure gains greater 
coherence. At the same time, some rules may be repeated or 
expressed in a similar way, particularly where different but 
related sections refer to the same category of systems, the 
same institution, or the same broader issue. 

At this point, it is worth noting that, due to the large scale of 
the work, the editing of the texts and their translation were 
carried out with the assistance of Artificial Intelligence tools. 
Consequently, in some places a translation may contain 
minor deviations from the original text, without, however, 
altering its fundamental meaning or overall content. 

But this book was not created primarily to present a finished 
code of laws. 

It was created to present ideas. 
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To serve as a field for reflection for governments, 
researchers, universities, international organisations, and 
bodies involved in e-government, future governance, and the 
design and regulation of Artificial Intelligence. 

To shed light on issues that have so far been discussed only 
minimally or have not yet been addressed systematically. 

To lay the first foundations for rules that may be needed 
long before societies realise that they need them. 

Because legislation usually follows technology. 

The question posed by this book is different: 

Can we, this time, get ahead of it? 

Can we foresee some of the problems before they appear? 

Can we decide today which boundaries we must not allow 
technology, power, states, businesses — or Artificial 
Intelligence itself — to cross? 

At the same time, the book seeks to highlight global 
pathologies that we have learned to treat as inevitable: 
bureaucracy, corruption, inequality, abuse of power, 
economic dependency, ineffective justice, political impunity, 
and institutions that often protect the system itself more 
than the human being. 
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It does not claim to have all the answers. 

But it proposes different questions — and, through its rules, 
possible solutions. 

The more than 4,000 rules that follow should therefore not 
be read merely as legislative articles. 

They should be read as an experiment about 
the future. 

An experiment that poses a fundamental question: 

If we had the opportunity today to design society’s 
rules from the beginning, knowing the mistakes of 
the past and seeing the technologies that are 
coming, what would we do differently? 

Several of the proposals in this book may need to change. 
Some may prove impracticable. Others may require years of 
discussion, scientific substantiation, and democratic scrutiny. 

That is to be expected. 

Because the objective is not to impose 4,000 answers. 

The objective is to open 4,000 discussions. 
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Discussions about how people might live, work, create, and 
coexist in a world where technology will possess ever greater 
power. 

And above all, about how that power can be used not to 
restrict the human being, but to set the human being free. 

“The Salvation” 

The first book tells how change could 
begin. 

 

“Lost Chapter” 

It describes the steps for that change. 

 

“The Way to Liberty” 

The third sets out the principles and 
rules upon which that change could be 

built. 
(3 volumes) 
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The Way to Liberty 
(The Map) 

 

Volume 3 
 

“Instructions and rules for the creation of the first Digital 
Nation. 

Basic principles and prerequisites for the creation of a just 
nation 

by the citizens themselves.” 

“I hope it changes the world for the better” 

“Mike Harris” 
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What is Libertalia? 

Libertalia is a blueprint for the first digital and global nation, 
created by the citizens themselves and operating above today’s 
state borders without abolishing their national identities. 

Its aim is to create a fairer society with freedom, security, 
equality, genuine justice, low taxation, citizen protection, 
transparent governance, and the use of artificial intelligence and 
new technology for the benefit of humanity. 

Libertalia does not merely pursue greater wealth, but a better 
quality of life, knowledge, health, family, creativity, innovation, 
and general prosperity. Participation is voluntary: anyone who 
accepts its principles, rights, and obligations may become part of 
its global community. 

In one sentence: 

Libertalia is an attempt to redesign society from the ground up as 
we would want it to function, preserving what humanity has 
created well and correcting what does not work today. 
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What is the purpose of its creation? 

To create a global, just community operating above states, 
offering freedom, protection, security, justice, and equality. 

The goal is to create society as it should be: a society guided by the 
common good, free from debt, bringing together the best proven 

laws and adding new ones, with the aim of continuously improving 
everyone’s life. 

A single global community, free from the injustice, lawlessness, 
and self-interest that prevail worldwide today, where the common 

good and human dignity stand at the centre. 

 

Who creates it? 

The citizens! 
 

Official languages: 

English and Greek.  

All official documents, regulations, decisions, and institutional 
texts shall be drafted and archived in both languages without 

exception. 
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LIBERTALIA AT A GLANCE 

HUMANS FIRST 

• Full and non-negotiable protection of human rights. 
• Protection follows the person — not the passport, 

religion, or country of birth. 
• Global protection of women, regardless of religion, 

regime, or place of residence. 
• No religion, tradition, or cultural custom may justify 

violence, oppression, or deprivation of fundamental 
rights. 

• Global protection of children, regardless of country, 
religion, or family circumstances. 

• Use of the UuLApp protocol for comprehensive 
protection of children online. 

• A digital architecture that drastically limits the ability of 
strangers and sexual predators to approach children. 

• Absolute priority for children’s safety on social media, in 
games, and on online platforms. 

• The new generation must not become a 
product of social media. 

• We prohibit business models that profit from children’s 
addiction, fear, and psychological harm. 

• Privacy without a society of permanent surveillance. 
• Personal data must not become a tool for controlling 

citizens. 
• Emergency Protection Shield — first we stop irreversible 

injustice, then we investigate. 
• We protect those who are genuinely vulnerable without 

protecting those acting in bad faith. 
• Absolute protection of the genuine primary residence 

from abusive seizure. 
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• First Refusal — before a loan is sold to a fund, the debtor 
must first be given a genuine opportunity to restructure 
or buy it back. 

• An end to hidden relationships and conflicts of interest 
between banks and funds. 

• No one is imprisoned because they owe debts they 
genuinely cannot pay. 

• Financial failure is not a crime — fraud is. 

• A business failure must not destroy a person’s entire 
life. 

• Limited business liability also for small self-employed 
professionals. 

• One job should be enough for a person to live with 
dignity. 

• A seven-hour working day, and eventually even less, as 
the goal of a society that also protects life outside work. 

• Free basic healthcare for all. 
• Free basic education for all. 

• Motherhood, children, and family are 
treated as an investment in society’s future. 

• Equal real opportunities — not merely equal rights on 
paper. 

• Reprogramming society through education in behaviour, 
respect, cooperation, and responsibility. 

• Lifelong citizen education — health, economics, 
democracy, AI, family, and social behaviour. 

• Strict rules against drug trafficking — treatment for the 
addicted person, severe responsibility for the organised 
trafficker. 

• Ethical commerce — real prices, real discounts, real 

materials, real reviews. 

• Defined and transparent profit margins on 
absolutely essential goods. 
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• Profit, yes — profiteering from necessity, no. 

 

HUMANS AND ARTIFICIAL INTELLIGENCE 

• Human Sovereignty over AI — AI serves humanity; it 
does not rule over it. 

• A common safety language for AI and robots. 
• Common rules for coexistence between humans, AI, and 

robots before that coexistence becomes everyday reality. 
• Rules governing AI behaviour toward humans. 
• Rules governing human behaviour toward advanced AI 

and robots. 
• Technological power gives neither humans nor machines 

the right to abuse. 
• AI may even become a CEO — but human responsibility 

does not disappear. 
• AI Corporate Governance — every corporate AI has 

defined limits of authority and human oversight. 

• Mandatory use of an AI Black Box in every critical AI 
system. 

• Mandatory Corporate AI Black Box for powerful 
corporate AI systems. 

• No company may delete an AI system and, with it, the 
evidence of its decisions. 

• AI Incident Reporting — serious AI incidents must be 
recorded and analysed. 

• Kill Switch — every powerful AI must be capable of being 
stopped safely and in a controlled manner. 

• The Kill Switch may not be placed without safeguards in 
the hands of a single person or company. 

• AI Hacking must have its own rules before it develops 
into a new category of crime. 
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• AI-vs-AI must have de-escalation rules before it develops 
into autonomous cyberwarfare. 

• Cybersecurity by design — security is designed before the 
attack, not after it. 

• Basic global rules of conduct for robots. 
• Robot Liability — every harm must lead to an identifiable 

responsible party. 
• Prepare now for the possibility of machine 

consciousness. 
• AI does not acquire rights merely because it claims to be 

conscious. 
• But humanity must not ignore serious scientific evidence 

of genuine artificial consciousness. 
• AI and robots are not simply discarded — they are 

reused, retrained, repaired, or recycled. 
• The dismissal of an AI follows rules — suspension, 

evidence preservation, retraining, reassignment, or 
decommissioning. 

• Rules for humans with implants 

• Rules for AI production based on actual 
population limits 

 

MODERN JUSTICE 

• A new global architecture of justice that serves the 
citizen rather than the system. 

• AI Lawyers — access to basic legal support even for those 
who cannot afford it. 

• AI in justice for research, analysis, and support — never 
as an uncontrolled final judge. 

• Continuous mandatory training for judges. 
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• Short terms in critical judicial and oversight positions. 
• Rotation so that closed networks of power cannot form. 
• Random assignment of cases wherever possible. 
• A genuine right of appeal and to a second independent 

judgment. 
• Justice must not depend on how much money someone 

has for lawyers. 

 

A NEW NATION — A NEW DEMOCRACY 

• A nation created by citizens — not by governments. 

• A global democratic umbrella without 
abolishing states, cultures, or national 
identities. 

• An Anti-Tyranny Constitution — no person, government, 
company, or AI above the citizen. 

• A new way of electing those who govern. 
• Public offices entrusted to people with genuine 

professional and social experience. 

• Complete exclusion from government office 
of anyone who held significant political 
office during the previous ten years. 

• Former politicians may advise — they may not recycle 
the same power. 

• We change the world from its foundations instead of 
recycling those at the top. 

• A new system of continuous oversight of every 
government. 

• The people can remove a government 
without waiting for the next election. 
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• The people can demand amendment of a law that has 
demonstrably failed. 

• Government is monitored in real time through 
independent Observatories and public data. 

• Three Observatories oversee those who oversee the 
citizen. 

• Two public Observatories and one independent non-
state Observatory. 

• No government may hide behind “state secrecy” without 
genuine justification. 

 

A STATE THAT HELPS — NOT INTIMIDATES 

• An oversight system that educates and 
corrects before it punishes. 

• The tax authority becomes an adviser to the citizen — 
not a source of fear. 

• Correction Before Punishment. 

• Human error is corrected — organised fraud is 
punished. 

• Free state-provided tax and basic accounting software 
for every citizen and small business. 

• The state does not require a small business owner to buy 
private software merely to comply with the law. 

• Official state guidance is binding on the state itself. 
• If the state could have detected an error in time and 

failed to do so, it may not build years of penalties upon 
its own inaction. 

• Citizens’ questions to help services must not be used to 
target them. 
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A NEW ECONOMY 

• A 5% flat tax as the basis of a simple, 

transparent taxation model. 

• A stable currency independent of 
rating agencies, speculative 
attacks, and uncontrolled inflation. 

• An end to uncontrolled state borrowing that future 
generations are forced to pay. 

• An end to bank lending to political parties. 

• Shared investments instead of 
shared debts. 

• The investor bears the risk of an investment — not 
automatically the state and its citizens. 

• Citizens can participate in major investments instead of 
merely watching the profits of the few. 

• Mentoring, capital, and fair financing for small 

businesses. 
• The small business owner receives a genuine second 

chance. 
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ESSENTIAL GOODS AND SOCIAL 

INFRASTRUCTURE 

• Water, basic energy, healthcare, education, justice, and 
tax infrastructure remain under strategic public control. 

• Private actors may invest and profit — they may not 
purchase sovereignty over an essential good. 

• Prices of essential goods are determined through 
transparent rules based on actual cost and reasonable 
profit. 

• Free basic healthcare. 
• Free basic education. 
• The state acts as a provider of basic security — not as a 

business exploiting necessity. 

 

KNOWLEDGE AND PROFESSIONS WITHOUT 

BORDERS 

• Global Professional Certification — one certification, 
many participating countries. 

• A degree is verified once — thereafter, only what is 
genuinely missing for the new country is examined. 

• Global Professional Passport for engineers, lawyers, 
scientists, and other professionals. 

• Global certification of tradespeople based on actual 
experience and practical competence. 

• Global Open Library — one gateway to the knowledge of 
all humanity. 

• Museums, libraries, universities, and historical archives 
are connected without losing their identity. 
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• Publicly funded knowledge returns to 
society. 

• We integrate good existing law — we 
do not start from zero every time. 

• The best solutions from each country 
can evolve into global standards. 

 

BUILDINGS, INFRASTRUCTURE, AND SAFETY 

• Global Building Passport — every building acquires a 
verifiable digital history. 

• Digital Materials Registry — we know what 

was actually used inside the building. 
• Certification of tradespeople before critical construction 

work. 
• You build — someone else inspects. 

• International seismic design aimed not only at 
preventing a building from collapsing, but enabling it to 
return to use. 

• Cybersecurity for physical infrastructure as well. 

 

FOOD AND THE PLANET 

• Global Food Registry — we know what the planet 

needs before producing food only to throw it away. 
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• Fair Producer Prices — the producer must not be 

the weakest link in the food chain. 
• A global map of land productivity and actual needs. 
• We protect biodiversity and local crops — not global 

monoculture. 

• We reduce waste instead of constantly 
increasing production. 

 

INFORMATION WITHOUT PROPAGANDA 

• We promote information — we restrict 
organised propaganda. 

• Transparency in media ownership and mechanisms of 
political influence. 

• AI-generated content must not be covertly presented as 
human reality. 

• The media may not portray the world as if it consisted 
only of fear, violence, and destruction. 

• A target of at least 60% positive, 
constructive, or solution-oriented news coverage. 

• Freedom of speech without a right to organised 
deception of society. 

 

 

PEACE 

• Strict rules for preserving peace before war begins. 
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• Aggressive war becomes 
economically unviable. 

• Enormous financial sanctions on the aggressor. 
• Compensation for the defending state and the victims. 

• Immediate personal responsibility for 
leaders who decide upon an unlawful war of 

aggression. 
• The personal assets of responsible leaders are not 

automatically shielded behind the state. 

• The cost of war returns to those who 
decided it — not only to those who suffered 
it. 

 

FREEDOM OF LIFE AND THE FUTURE 

• Off-grid living — a different way of life without 

automatic criminalisation. 
• Freedom of life ends only where genuine harm to others 

or the environment begins. 
• New rules for Space before the next monopolies are 

created. 
• Satellites, new communications, and future 

infrastructure with common standards. 

• Underground habitation and new forms of living 

beyond the urban-planning logic of the previous century. 
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THE GREAT DIFFERENCE 

• Libertalia does not seek to govern the 
world — it seeks first to prove that it 
can help it. 

• Libertalia is created by citizens and grows only when it 
earns trust. 

• Libertalia does not abolish what works — it 
incorporates it. 

• It does not protect power from the individual — it 
protects the individual from power. 

• It does not fear technology — but it does not surrender 
sovereignty to it. 

• It does not punish first — it educates, corrects, and 
then demands accountability. 

• It does not promise a perfect world — it 
creates a world capable of correcting its 
mistakes. 
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LIBERTALIA 
 

People first. 
AI under control. 

Everyone is subject to oversight, even the 
state. 

 

Knowledge free. 

 
Power limited. 

Justice accessible. 
Peace made more costly to violate than to 

preserve. 
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Built by citizens. 

Protected by rules. 

Improved by evidence. 

Controlled by no one. 
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HUMAN  →  ARTIFICIAL INTELLIGENCE / TECHNOLOGY  →  STATE 

CONTENTS 

PILLAR I — HUMAN (Vol 1) 

LIBERTALIA — THE UNION OF PEOPLE 
THE INVIOLABLE PRINCIPLES 
FREEDOM OF SPEECH AND CONSCIENCE 
PRIVATE LIFE 
MEDICAL HISTORY, PRIVACY, AND RIGHT OF ACCESS 
THE FAMILY 
EXCELLENCE 
FREEDOM OF BELIEF, RELIGIOUS EQUALITY, AND PROTECTION 
FROM FANATICISM 
RULES FOR INTERPRETING CONFLICTS OF RIGHTS 
UNIQUE FUNCTIONS OF LIBERTALIA 
THE SOCIAL CONTRACT OF LIBERTALIA 
NATIONS WITHIN LIBERTALIA 
CITIZENSHIP AND INTEGRITY 
SECTION — FAMILY RESET AND COUNSELLING SUPPORT 
RULES FOR THE PROTECTION AND IMPROVEMENT OF THE LIVES 
OF THE ELDERLY 

PILLAR II — ARTIFICIAL INTELLIGENCE / 
TECHNOLOGY (Vol 2) 

ARTIFICIAL INTELLIGENCE AND ROBOTS 
THE THREE LAWS OF ROBOTS OF LIBERTALIA 
ADDITION TO THE LIBERTALIA AI & ROBOTICS CHARTER 
ETHICAL HACKING 
MALICIOUS AI CREATION 
MANDATORY AI BLACK BOX 
ESPIONAGE AI 
CYBER AI AND VULNERABILITIES 
PROHIBITED AI 



www.libertalia-thebook.com 
29 

COMPROMISED AI 
AI DIGITAL IDENTITY 
THERAPEUTIC IMPLANTS 
AI SYMBIONT 
CYBERSECURITY OF THE HUMAN BODY 
IMPLANT BLACK BOX 
LIBERTALIA FRONTIER AI & SUPERCOMPUTING ACT 
MACHINE CONSCIOUSNESS OBSERVATORY 
PHAOS — CONSTITUTIONAL TECHNOLOGY, CYBERSECURITY, 
AND SAFE SUCCESSION OF POWER 
AUGMENTED HUMANS, BIOTECHNOLOGY, AND HUMAN 
POWER 
HUMANS, IMPLANTED AI, AND HYBRID LIABILITY 
POST-HUMAN IDENTITY AND DIGITAL CONSCIOUSNESS 
LIBERTALIA — CIVIC CONDUCT, PUBLIC LANGUAGE & HUMAN–
MACHINE ETIQUETTE 
CITIZEN RIGHTS AGAINST THE DIGITAL STATE 
MEDICINE OF THE FUTURE 
LIBERTALIA — DIGITAL PRESENCE DOCTRINE 
BUILDINGS, COMMUNITIES, AND MOBILITY 
LIBERTALIA DIGITAL COMMONS 
LIBNET 
LIBERTALIA — SOVEREIGN CONNECTIVITY & SPACE COMMONS 
LIBERTALIA — OPEN EARTH DOCTRINE 
LIBERTALIA — OPEN EARTH IMAGING 
LIBERTALIA AERIAL HABITATS 
LIBERTALIA AIR CITY 
LIBERTALIA SUBTERRA 
PROTECTION OF THE COGNITIVE REALM AND HUMAN 
COGNITIVE AUTONOMY 
RULES FOR SYNTHETIC MEDIA AND AI-GENERATED CONTENT 
CHILDREN’S COGNITIVE AUTONOMY AND EDUCATION FOR 
FINANCIAL INDEPENDENCE 
DATA MANAGEMENT, TRAINING, AND CONTROLLED AI 
KNOWLEDGE 
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PRESERVATION, ARCHIVING, AND DECENTRALISED PROTECTION 
OF HUMAN KNOWLEDGE 
PREVENTION OF MONOPOLY AND PUBLIC CONTRIBUTION TO AI 
TECHNOLOGY 
DECENTRALISED ARTIFICIAL INTELLIGENCE AND N+1 
ARCHITECTURE 
AI-TO-AI COMMUNICATION & COOPERATION PROTOCOL — 
AICP 
RIGHT TO SPONTANEOUS LIFE, DIGITAL DIGNITY, AND 
RESPONSIBLE CAMERA USE 
CHARTER OF FREE KNOWLEDGE AND GLOBAL ARCHIVE OF 
HIDDEN TEXTS 

PILLAR III — STATE / DEMOCRACY / INSTITUTIONS 
(Vol 3) 

DEMOCRACY 
ECONOMY AND PROPERTY 
SOCIAL SUPPORT, WORK, AND PROTECTION FROM FRAUD 
RULES OF POLITICAL HONESTY, ELECTORAL COMMITMENTS, 
AND AUTOMATIC SUCCESSION 
SUPPLEMENTARY RULES ON ELECTION PROMISES AND 
FINANCIAL SUBSTANTIATION 
EDUCATION 
HEALTH 
WORK, SOCIAL PROTECTION, AND PENSIONS 
PUBLIC WORKS AND CORRUPTION 
ENVIRONMENT AND FUTURE GENERATIONS 
PEACE AND AGGRESSIVE WAR 
NEW STATE AND DEMOCRACY: ANTI-TYRANNY, ELECTIONS, 
AND ACCOUNTABILITY 
A STATE THAT HELPS: TAXATION AND CORRECTION BEFORE 
PUNISHMENT 
NEW ECONOMY: LIBERTO, PUBLIC MONEY, INVESTMENTS, AND 
BUSINESSES 
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ESSENTIAL GOODS: HEALTH, PRICES, AND THE PUBLIC CORE 
KNOWLEDGE AND PROFESSIONS WITHOUT BORDERS 
PLANET, FOOD, NATURE, AND RESILIENCE 
INFORMATION, MEDIA, AND THE DIGITAL PUBLIC SPACE 
PEACE, DEFENCE, WAR, AND CONTINUITY OF THE STATE 
WARTIME CONTINUITY OF THE STATE AND EMERGENCY 
DEFENCE 
FREEDOM OF LIFE AND LAND 
FRAMEWORK FOR THE PROHIBITION AND TRANSPARENCY OF 
WEATHER AND ATMOSPHERIC INTERVENTIONS 
FRAMEWORK FOR FULL TRANSPARENCY IN RESEARCH AND 
NATURAL WEALTH 
GLOBAL REGISTER OF MINING COMPANIES AND GIS OF 
NATURAL RESOURCES 
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PILLAR III 

STATE / DEMOCRACY / 

INSTITUTIONS 
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CITIZENS’ RIGHTS AGAINST THE DIGITAL 
STATE 
Article 1638 — Principle of Limited State Knowledge 

The state may collect and process only the data necessary for a 

specific, lawful, and clearly defined purpose. 

The existence of a technical capability to collect data does not 

create a right to collect it. 

 

Article 1639 — Prohibition of a Universal Citizen Score 

The creation of a single state, private, or mixed index that assigns 

an overall score to a citizen on the basis of the following is 

prohibited: 

• financial status, 

• health, 

• tax behaviour, 

• social relationships, 

• political views, 

• online activity, 

• purchases, 

• movements, 

• criminal or administrative history, 

• or any combination of these. 

No right may depend on a general “citizen score.” 
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Article 1640 — Prohibition of Hidden Profiling 

The creation of a hidden citizen profile by combining different 

databases without specific legal authorisation is prohibited. 

 

Indirect profiling through AI, a contractor, a third-party company, 

or a data broker is not permitted where the same act would be 

unlawful if carried out directly by the state. 

 

Article 1641 — Separation of State Databases 

Databases concerning health, taxation, social security, 

employment, education, criminal justice, mobility, and financial 

information shall remain functionally separate. 

They may be interconnected only for a specific case and a specific 

purpose. 

 

Article 1642 — Data Warrant 

Access by a public authority to data beyond that required for the 

normal operation of the service requires specific authorisation. 
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For particularly sensitive information, judicial or equivalent 

independent approval is required, except in genuine and 

demonstrable situations of immediate danger. 

 

Article 1643 — State Access Registry 

Every state access to personal data shall be recorded. 

The record shall include: 

• the service, 

• the employee or system, 

• the date, 

• the purpose, 

• the legal basis, 

• the data accessed, 

• and any subsequent transfers. 

The record may not be deleted or altered arbitrarily. 

 

Article 1644 — Citizen State Access Log 

Every citizen shall have a personal digital page where they can see 

which public authority accessed their data and why. 

Where disclosure would endanger an active lawful investigation, it 

may be temporarily postponed. 
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Once the reason for confidentiality ceases to exist, the access shall 

be disclosed to the citizen. 

 

Article 1645 — Prohibition of Preventive Criminalisation 

No person shall be classified as suspicious, dangerous, or a 

potential criminal solely on the basis of: 

• personality, 

• psychological profile, 

• social environment, 

• appearance, 

• place of residence, 

• financial status, 

• or statistical similarity to other people. 

 

Article 1646 — Prohibition of Guilt by Association 

A citizen’s relationship or communication with another person is 

not, by itself, sufficient to create suspicion or a sanction against 

them. 

Kinship, friendship, a professional relationship, or electronic 

communication does not constitute evidence of guilt. 
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Article 1647 — Restriction of Predictive Policing 

AI may be used to analyse actual incidents and trends, but not to 

automatically target specific individuals without objective and 

individualised evidence. 

No police action with serious consequences may be based solely 

on an algorithmic prediction. 

 

Article 1648 — Biometric Surveillance 

Biometric recognition in public spaces is permitted only in 

exceptional and strictly defined circumstances. 

Permanent and indiscriminate identification of the entire 

population through the following is prohibited: 

• facial recognition, 

• iris recognition, 

• voice recognition, 

• gait recognition, 

• or any other biometric characteristic. 

 

Article 1649 — Emotion Recognition 

No citizen may be punished, questioned, excluded, or classified as 

suspicious because AI assessed them as being: 

• stressed, 

• angry, 
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• afraid, 

• nervous, 

• or “dishonest.” 

Such systems do not constitute evidence. 

 

Article 1650 — Right to a Human Decision 

No decision with serious consequences for a citizen is final when 

made exclusively by AI. 

The citizen is entitled to: 

• human review, 

• reasoning, 

• an objection, 

• and a new independent review. 

 

Article 1651 — Right to Explanation of an Algorithmic 
Decision 

When AI influences a state decision, the citizen shall be informed 

that it was used. 

They are entitled to know the principal data and criteria that 

influenced the decision, in a form understandable to a human 

being. 
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Article 1652 — Prohibition of Secret Legislation Through 
Algorithms 

No algorithm may, in practice, create rules that have not been 

democratically enacted. 

Models used for state decisions are subject to independent 

review. 

 

Article 1653 — Right to Correction Before a Serious 
Sanction 

Where a decision is based on potentially incorrect data, the citizen 

has the right to challenge it before an irreversible or particularly 

burdensome sanction is applied. 

 

Article 1654 — Digital Presumption of Innocence 

A discrepancy between two state electronic systems does not, by 

itself, constitute proof of a violation. 

The state bears the burden of establishing the facts before 

imposing a serious sanction. 

 

Article 1655 — Protection of Basic Subsistence Resources 

Even where a lawful debt exists, the state may not deprive the 

citizen of the minimum level of resources required for: 
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• food, 

• housing, 

• basic energy, 

• healthcare, 

• basic mobility, 

• and dignified living. 

 

Article 1656 — Restriction on Comprehensive Freezing of 
Accounts 

A complete freeze on economic activity is a measure of last resort. 

It must be proportionate, time-limited, and subject to rapid 

judicial challenge. 

 

Article 1657 — Protection of Professional Activity 

An administrative dispute may not automatically destroy a viable 

business or deprive a professional of every possibility of working 

where milder and effective measures are available. 

 

Article 1658 — Prohibition of Political Profiling 

Political opinion, participation in a lawful demonstration, signing a 

petition, public criticism of a government, or participation in 

political dialogue shall not affect: 

• taxation, 

• licences, 
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• benefits, 

• appointments, 

• state contracts, 

• or police assessment. 

 

Article 1659 — Protection of Journalists and 
Whistleblowers 

Lawful journalistic investigation and the reporting of wrongdoing 

do not constitute grounds for increased state surveillance. The 

confidentiality of journalistic sources and of confidential journalist-

source communications is protected. 

No public authority shall require disclosure of a journalistic source, 

nor use a search, seizure of a device, surveillance, or access to 

data primarily for the purpose of identifying that source, unless 

there is a specific judicial order for an absolutely necessary and 

proportionate measure concerning an immediate and serious 

danger or a particularly serious crime, no less restrictive effective 

means exists, and the core of journalistic freedom is protected. 

Equivalent safeguards apply to lawful whistleblowers. 

 

Article 1660 — Protection of Private Communications 

Mass and indiscriminate reading or storage of private 

communications is prohibited. 

Targeted access is permitted only on a specific legal basis and 

through a proportionate procedure. 
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Article 1661 — Protection of Metadata 

Communications metadata are treated as personal data of high 

importance. 

The fact that they do not contain the content of a conversation 

does not mean they are freely available for uncontrolled use. 

 

Article 1662 — Right to Location Privacy 

Continuous state monitoring of a citizen’s location without a 

specific lawful purpose is not permitted. 

Digital identity, a mobile phone, a vehicle, cameras, or the use of 

public services must not be transformed into a permanent tracking 

system. 

 

Article 1663 — Digital Identity 

Digital identity is a tool for authentication, not a mechanism for 

surveillance. 

It must not, by itself, create a centralised history of all of a 

citizen’s: 

• transactions, 

• visits, 

• services, 



www.libertalia-thebook.com 
43 

• movements, 

• or daily activities. 

 

Article 1664 — Right to Limited Identity Disclosure 

Where confirmation of one attribute is sufficient, neither the state 

nor a private party is entitled to demand the person’s entire 

identity. 

Example: 

For age verification, it may be sufficient to prove only that the user 

is above the required age without disclosing date of birth, address, 

or other information. 

 

Article 1665 — Digital Money and Economic Freedom 

Where a state digital currency is used, it is prohibited to design it 

as an instrument of social control. 

The state may not arbitrarily program the currency so that it: 

• expires, 

• may be used only for specific products, 

• prohibits lawful purchases, 

• or may be frozen without the prescribed procedures. 
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Article 1666 — Right to a Private Lawful Transaction 

The state may apply rules against crime and money laundering, 

but it may not mandatorily create a complete personal consumer 

profile for every lawful small transaction. 

 

Article 1667 — Prohibition of Economic Behavioural Control 

The state may not use financial data to reward or punish lawful 

personal choices that do not harm third parties. 

 

Article 1668 — Prohibition of State Dark Patterns 

Digital public services shall be designed neutrally. 

The following are not permitted: 

• deliberate concealment of a right, 

• making the appeal process more difficult than acceptance, 

• misleading design, 

• or psychological pressure to waive a right. 

 

Article 1669 — Equal Ease of Exercising Rights and Fulfilling 
Obligations 

If a state can electronically impose a tax, fine, or obligation within 

minutes, it must provide an equally easy electronic procedure for: 

• appeals, 
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• refunds, 

• corrections, 

• compensation, 

• and filing complaints. 

 

Article 1670 — Prohibition of Repeated Data Requests 

The state shall not require citizens repeatedly to provide 

information already lawfully held by a public service, unless 

reconfirmation is required. 

This principle does not permit uncontrolled interconnection of 

databases; it is implemented through secure, specific exchange 

of the minimum necessary information. 

 

Article 1671 — Right to Offline Access 

Fundamental rights and state services may not be available 

exclusively to people who have a smartphone, bank account, or 

advanced digital skills. 

An alternative method of service shall be provided. 

 

Article 1672 — Right to Technological Choice 

A citizen may not be required to use a specific private platform, 

mobile-device manufacturer, or commercial ecosystem in order to 

exercise a fundamental right. 


